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Authentication and security

solutions you can trust™

Features

F Authentication

V Security

V Identity Management

V Credential Issuance

;:! Logical Access Control

V Physical Access Control

;:! GSA Schedule 70 Sin 132-62

Contact Us:

11180 Sunrise Valley Drive
Suite 310

Reston, Virginia 20191
(703) 547-3524

www.xtec.com

' ZFIT ERE YT Y T BN ¥
—_O=mO== 000 ==0=C

L.

O 00 =0
~0O0 = ==CO00=0==

— OO0 =0 —=0C

-

000 —==0

XTec is a leader in Federal Government
secure credentialing initiatives and has
issued a substantial amount of the
Federal Civilian Government PIV cards
to date. XTec products are designed for
practical, secure implementations in
physical and logical access management,
credential management and information
dissemination. As an industry expert
and a member of the Smart Card
Alliance Physical Access Council, XTec
participated in several draft of NIST
Special Publications and white papers.
In addition to supporting over 70
Federal Agencies nationwide with the
use of the Federal PIV card, XTec is a
certified PIV-I issuer.

The AuthentX Suite of identity

authentication products focuses on

solutions.

in large scale, nationwide

physical and logical access

Members have decades of

experience in smart card

The XTec Team

The XTec Team is experienced

control deployment. Our Team

General Services Administration
GSA Certificate of GSA

Bundled Services Approval

For
HSPD-12 SIN 132-62 Vendor
proposed Bundled Services
is hereby granted to
This Certificate cerifies that XTec has passed the SIN 132-62

Review for Bundied Services In the following areas:
Card Activation/Enroliment and their various components.

Michael R. Brooks September 25, 2007

Government Solutions

Why XTec?

v" Trust

The AuthentX IDMS has completed a full
Certification and Accreditation process at
several agencies in accordance with
Federal and agency guidance.

v Reliability

The AuthentX IDMS has conducted over a
billion transactions within the Federal
Government in the last year alone .

v Success

XTec Products support over 70 Federal
Agencies nationwide.

the convergence of access control for physical and logical resources. Our state of
the art IP-based access control solution can be integrated with legacy systems
while ensuring HSPD-12 compliance. The AuthentX IDMS supports LDAP and

as a result is easily integrated with popular Federal Government logical access

technology with widespread certifications in system security and smart
card applications. Smart cards are native to XTec, and all products

were specifically engineered to meet Federal Government standards.
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AuthentX" in the Federal Space
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AuthentX Identity Management System (IDMS)

The AuthentX IDMS is the core component for all XTec products and functions as the end-to-end HSPD-12 solution at
several Federal Agencies. It is a highly secure identity management system designed using Service Oriented Architecture
(SOA) built upon a secure NSA SE Linux Kernel. The AuthentX IDMS provides full card personalization, card

production, flexible card design, workflows, access control, and application interfaces to various legacy systems.
One of the most innovative features of the AuthentX IDMS is the ability to operate in a cloud environment.

Other capabilities include:

v' Activity logei d history tracki
cuvity logging and history tracking Identity Credential Permission

v' Full-featured report generation
v" Service Oriented Architecture (SOA)

v Segmented domain access control

Enterprise Solution

v" Identity data access via a robust web service API

The AuthentX IDMS provides interfaces through a robust
web services platform to support provisioning and de-
provisioning, enabling agencies and solutions to align with
Federal Identity Credential and Access Management

End-to-End Certified (FICAM) guidance.

The AuthentX server currently has interfaces with:

GSA Schedule 70 SIN 132-62 ,
v" Legacy Physical Access Control Systems

The AuthentX IDMS was one of the

v" Human Resource Systems
first certified HSPD-12 and FIPS 201

v" Federal Background

approved solutions.

Investigation [ \
Databases L=
v" Logical Access é E g E g

Control components ./ | ’ .
such as Active o = & vi %%
Directory

The AuthentX suite of identity products:

e IDMS/CMS e Physical Access Control Solutions e End-to-end HSPD-12 Solution

¢ Cloud & SaaS e Logical Access Control Solutions e GSA Schedule 70 SIN 132-62

e Self Service Kiosk e Enrollment & Issuance Solutions o FIPS 201 Certified Products



